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(57) ABSTRACT

Instead of disabling PCI communication between system
resources in a host computing device and I/O devices when a
PCI Host Bridge (PHB) is reset, the host computing device
may include a PCI communication path for maintaining com-
munication between the system resources and the /O
devices. In one embodiment, the redundant PCI communica-
tion path includes a second PHB that is maintained in a
standby state. The host may monitor the errors generated by a
plurality of master PHBs and select a master PHB that satis-
fies an error threshold. The second PHB (i.e., a servant PHB)
and the selected master PHB are synchronized, and the sec-
ond PHB is coupled to the PCI communication path between
the master PHB and a PCI switch. The master PHB can then
be reset while the second PHB maintains PCI communication
between the host and the 1/O devices.
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SELECTIVELY COUPLING A PCI HOST
BRIDGE TO MULTIPLE PCI
COMMUNICATION PATHS

BACKGROUND

The present invention relates to providing redundant data
communication paths in a peripheral component interconnect
(PCI) link, and more specifically, to activating a standby PCI
host bridge when a master PCI host bridge experiences an
error.

An unrecoverable or fatal error in a PCI host bridge indi-
cates that the PCI host bridge may be corrupt and cannot
recover or continue operation. When such an error is detected,
a host computing device may perform a reset as part of an
error recovery process on the PCI host bridge. However,
while recovering from the error, the PCI host bridge may be
taken offline. As a result, the I/O devices (i.e., peripheral
devices) that rely on the PCI host bridge to facilitate PCI
communication with the host computing device may be com-
municatively disconnected from the host computing device.
In some instances, the PCI host bridge may require tens of
seconds to perform the error recovery process until PCI com-
munication between the I/O devices and the host is restored.
This downtime may negatively affect a computing system’s
performance and availability.

SUMMARY

One embodiment of the present disclosure is a method for
assigning a servant PCI host bridge (PHB) to one of a plural-
ity of master PHBs. The method, upon determining that one
of plurality of master PHBs satisfies an error threshold,
assigning the servant PHB to backup the one master PHB,
where the servant PHB is selectively coupled to each of the
master PHBs using selection logic. Upon assigning the ser-
vant PHB to backup the one master PHB, the method includes
synchronizing the servant PHB such that settings of the one
master PHB are mirrored onto the servant PHB, where the one
master PHB is configured to facilitate PCI communication
between a host and an I/O device via a PCI switch. The
method includes coupling, using the selection logic, the ser-
vant PHB to the PCI switch. After coupling the servant PHB
to the PCI switch, the method includes resetting the one
master PHB, wherein PCI communication between the host
and the I/O device flows through the servant PHB while the
one master PHB is reset.

Another embodiment of the present disclosure is a com-
puting system. The computing system includes a plurality of
master PHBs where each master PHB is coupled to a respec-
tive PCI switch via a respective PCI communication path for
facilitating PCI communication between the computing sys-
tem and I/O devices. The computing system also includes a
servant PHB selectively coupled to each of the PCI commu-
nication paths via selection logic and supervisory logic. The
supervisory logic is configured to, upon determining that one
of'plurality of master PHBs satisfies an error threshold, assign
the servant PHB to backup the one master PHB. Upon assign-
ing the servant PHB to backup the one master PHB, the
supervisory logic is configured to synchronize the servant
PHB such that settings of the one master PHB are mirrored
onto the servant PHB. The supervisory logic is configured to
couple, using the selection logic, the servant PHB to the
respective PCI communication path of the one master PHB
and reset the one master PHB, wherein PCI communication
between the host and the /O device flows through the servant
PHB while the one master PHB is reset.
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Another embodiment of the present disclosure is a com-
puting system. The system includes a plurality of master
PHBs, where each master PHB is coupled to a respective PCI
switch via a respective PCI communication path for facilitat-
ing PCI communication between the computing system and
1/0O devices. The computing system includes selection logic
with an input and an output, where the output comprises
respective PCI links to each of the respective PCI communi-
cation paths. The computing system also includes a servant
PHB coupled to the input of the selection logic, where the
selection logic is configured to communicatively couple the
servant PHB to a first one of the respective PCI communica-
tion paths during a first time period and communicatively
couple the servant PHB to a second one of the respective PCI
communication paths during a second time period. The ser-
vant PBH backups a first one of the plurality of master PHBs
during the first time period and backups a second, different
one of the plurality of master PHBs during the second time
period.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

So that the manner in which the above recited aspects are
attained and can be understood in detail, a more particular
description of embodiments of the invention, briefly summa-
rized above, may be had by reference to the appended draw-
ings.

FIG. 1 illustrates a system diagram of a computing device
with at least one PCI communication link to an I/O device,
according to one embodiment described herein.

FIG. 2 is a flow chart for maintaining PCI communication
when detecting an unrecoverable error in a PHB, according to
one embodiment described herein.

FIG. 3 illustrates a system diagram of a computing device
with redundant PCI communication paths, according to one
embodiment described herein.

FIG. 4 is a flow chart for using redundant PCI communi-
cation paths when detecting an unrecoverable error in a PHB,
according to one embodiment described herein.

FIG. 5 illustrates a system diagram of a computing device
with a servant PHB, according to one embodiment described
herein.

FIG. 6 illustrates a system diagram of a computing device
with a servant PHB that is selectively coupled to multiple PCI
switches, according to one embodiment described herein.

FIG. 7 is a flow chart for using a servant PHB with multiple
master PHBs, according to one embodiment described
herein.

FIG. 8 illustrates a system diagram of a computing device
with a PHB that can be a servant PHB or a standalone PHB,
according to one embodiment described herein.

FIG. 9 is a flow chart for configuring a PHB as a servant
PHB or a standalone PHB, according to one embodiment
described herein.

To facilitate understanding, identical reference numerals
have been used, where possible, to designate identical ele-
ments that are common to the figures. It is contemplated that
elements disclosed in one embodiment may be beneficially
utilized on other embodiments without specific recitation.

DETAILED DESCRIPTION

A PCI host bridge (PHB) that experiences an error where
the PHB cannot recover on its own or continue operation may
reset in order to restart operation. To initiate the error recovery
process, the PHB may isolate itself from the other system
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resources operating in the host computing device. Isolating
the PHB, however, may prevent transactions sent from the
system resources (e.g., Virtual Machines, Operating Systems,
etc.) to reach I/O devices coupled to the PHB via a PCI link.
That is, the system resources may lose connectivity to the [/O
devices. In addition to isolating itself from the other system
resources in the host computing device, the PHB may freeze
the I/O devices that rely on the PHB to communicate with the
system resources within the host computing device. For
example, the PHB may cause the 1/O devices to switch to a
pause or stop state (e.g., a memory mapped input-output
(MMIO) stopped state or direct memory access (DMA)
stopped state) while the PHB performs the error recovery
process. The PHB may inform supervisory logic in the host
computing device (e.g., a hypervisor or logic internal to the
PHB) that an unrecoverable error has occurred. The hypervi-
sor may then inform the system resources coupled to the PHB
and reset the PHB such that the hardware or firmware asso-
ciated with the PHB is reinitialized. Once the PHB is reini-
tialized, the supervisory logic informs the system resources
that they are now able to reconnect and communicate with the
1/O devices.

Performing the technique discussed above may require
many seconds to complete. During this time, however, the
system resources in the host computing device are unable to
communicate with the I/O devices. This downtime can affect
system performance, especially in systems that have stringent
high-availability requirements. Instead of disabling commu-
nication between the system resources in a host computing
device and I/O devices, the host computing device may
include a redundant PCI communication path for maintaining
communication between the system resources and the /O
devices after a first PHB experiences an unrecoverable error.
In one embodiment, the redundant PCI communication path
includes a second PHB that is maintained in a standby state so
long as the first PHB is functioning normally. However, once
the first PHB experiences an unrecoverable error, the second
PHB is changed to the master state and assumes the respon-
sibility for maintaining communication between the system
resources and the I/O devices.

In one embodiment, the first and second PHBs may share a
communication link that allows the two PHBs to synchronize.
Namely, the routing data contained in the first PHB may
constantly, or at intervals, be transferred to the second PHB
using the communication link. Accordingly, once the first
PHB experiences the unrecoverable error and can no longer
facilitate communication between the host device and the I/O
devices, the second PHB is already configured with the nec-
essary routing information to assume the responsibility as the
master. Once reinitialized, the state of the first PHB may be
changed to standby, thereby indicating that the first PHB is
ready to reassume the role as master if the second PHB
experiences an unrecoverable error.

In one embodiment, the second PHB (e.g., a servant PHB)
may serve as a backup or standby PHB for any one of a
plurality of master PHBs. For example, the host computing
device may include routing logic that couples the second PHB
to the PCI communication path associated with any one of the
master PHBs. At startup, the second PHB may either be
assigned to backup a particular master PHB or the host com-
puting device may wait to assign the second PHB at a later
time during operation. For example, the host computing
device may monitor the master PHBs to determine if the
errors they generate exceed a threshold. Once one of the
master PHBs satisfies the threshold, the second PHB may be
assigned to backup that PHB. The host computing device may
then synchronize the second PHB with the master PHB. Upon
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synchronizing the PHBs, the host computing device may
reset the master PHB and designate the second PHB as the
master. Alternatively, the host computing device may wait to
initiate the error recovery process until the master PHB
encounters an unrecoverable error.

In one embodiment, the second PHB may also be selec-
tively configurable as either a standalone PHB (i.e., a PHB
that does not serve as a servant or backup to another PHB) or
a servant PHB. When flagged as a standalone PHB, the host
computing device may couple the second PHB to its own PCI
switch using a separate PCI communication path. When
flagged as a servant PHB, however, the host computing device
may selectively couple the PHB to one of the PCI communi-
cation paths associated with the master PHBs as discussed
above.

The descriptions of the various embodiments ofthe present
invention have been presented for purposes of illustration, but
are not intended to be exhaustive or limited to the embodi-
ments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing
from the scope and spirit of the described embodiments. The
terminology used herein was chosen to best explain the prin-
ciples of the embodiments, the practical application or tech-
nical improvement over technologies found in the market-
place, or to enable others of ordinary skill in the art to
understand the embodiments disclosed herein.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
ormore computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
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that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

FIG. 1 illustrates a system diagram of a computing device
with at least one PCI communication link to an I/O device,
according to one embodiment described herein. System 100
includes a host computing device 105 coupled via one or
more PCI links 145 to one or more I/O devices 150. As used
herein, PCI refers to conventional PCI, PCI Express, or any
variant thereof. Moreover, the PCI link 145 may represent a
single PCI link that is shared by multiple I/O devices 150 or
individual PCI links for each one of the I/O devices 150.

Host computing device 105 includes a memory 110, one or
more processors 125, at least two PHBs 130A-B, and a PCI
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switch 135. Memory 110 may include volatile memory ele-
ment, non-volatile memory elements, or a combination of
both. For example, memory 110 may include both RAM and
a hard disk drive which are used in combination to store data
associated with host computing device 105. Here, memory
110 stores a hypervisor 115 and at least one virtual machine
117 executing on the host computing device 105. For
example, host computing device 105 may be a server whose
hardware is used to host a plurality of virtual machines 117. In
one embodiment, the host computing device 105 uses the
hypervisor 115 to manage and configure the various virtual
machines 117. Although the hypervisor 115 is shown as soft-
ware, in other embodiments, hypervisor 115 may be imple-
mented using firmware or hardware.

In one embodiment, virtual machine 117 is a software
implemented abstraction of the underlying hardware in the
host computing device 105. As such, each virtual machine
117 may provide a complete system platform which supports
the execution of an operating system 120. However, the
advantages and details of using and implementing virtual
machines 117 will not be discussed in detail here.

The various system resources in the host computing device
105—e.g., virtual machine 117, operating system 120, pro-
cessor 125, and the like—may communicate with the /O
devices 150 using the PCI link 145. For example, virtual
machines 117 may use the /O devices 150 to expand their
capabilities such as providing additional storage (e.g.,
memory cards or disk drives), specialized processing (e.g.,
video cards), specialized function (e.g., wireless cards), and
the like. Further still, in one embodiment, the I/O devices 150
may be owned or assigned to a particular system resource. For
example, each virtual machine 117 may be assigned a specific
1/0 device 150, or the memory space in an /O device 150 may
be separated into a plurality of partitions where each partition
is assigned to a specific virtual machine 117. Although virtual
machines 117 and processors 125 are examples of system
resources in host computing device 105 that may communi-
cate with the I/O devices 150, the embodiments described
herein are not limited to such.

To facilitate communication between the system resources
and the /O devices 150, host computing device 105 includes
PHBs 130A-B and a PCI switch 135. Generally, the PHBs
130A-B may provide an interface between PCI communica-
tion and a communication method used to transfer data within
host computing device 105. For example, host computing
device 105 may transfer data internally using a system bus
and a parallel data communication method while some
embodiments of PCI use serial communication to transmit
data to the 1/0 devices 150. The PHBs 130 may serve as an
intermediary between these two communication techniques.
Moreover, PHBs 130 may perform memory translations
between the memory space in the /O devices 150 and
memory 110 of the host computing device 105. As such, each
PHB 130 may include a first interface that couples to a bus of
the host computing device 105 (e.g., an ASIC interconnect
bus) and a second interface that couples to the PCI switch 135.
Although only two PHBs 130 are shown in system 100, in
other embodiments it may be desirable to have more than two
PHBs 130 for additional redundancy.

In one embodiment, the PHBs 130 are hardware units (e.g.,
ASICs) mounted in the host computing device 105. Although
not shown, the PHBs 130 may include firmware or software
that controls and monitors the functions of the PHBs 130.
Specifically, the firmware or software associated with the
PHBs 130 may include routing information and/or memory
translation information that permits the PHBs 130 to route
requests from system resources in the host computing device
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105 to the appropriate I/O device 150, and vice versa. Spe-
cifically, the PHBs 130 may use PCI switch 135 to commu-
nicate with I/O devices 150. As such, the PCI switch 135 may
also contain routing information for determining which /O
device 150 is the appropriate destination. Like the PHBs 130,
the PCI switch 135 may also be a hardware element which
may be controlled using associated firmware or software.

In one embodiment, PHBs 130 in system 100 may be used
to establish a redundant communication path. Specifically,
PHBs 130 may be configured in a master-servant relationship
where one of the PHBs 130 is the master (i.e., is currently
facilitating data traffic between the /O devices 150 and the
system resources in the host computing device 105) while the
other PHB 130 is the servant (i.e., is on standby). However, as
will be discussed in greater detail below, if the master PHB
130 experiences an error which forces it to be taken offline,
the servant PHB 130 may be promoted to the master PHB 130
thereby maintaining the data flow between the system
resources and the I/O devices 150. The embodiments
described herein may be used to shorten downtime and mini-
mize dataloss compared to a system 100 where only one PHB
130 is used.

FIG. 2 is a flow chart for maintaining PCI communication
when detecting an unrecoverable error in a PHB, according to
one embodiment described herein. Method 200 begins at
block 205 when a first PHB experiences an error from which
it cannot recover. For example, the first PHB may use error
correction codes to determine that the data flowing through
the PHB is becoming corrupted or that an internal memory
array used to perform memory translation stores corrupt data.
Another example of an unrecoverable error is when the data
links between the PHB and the PCI switch are physically
disconnected (e.g., severed). Generally, an unrecoverable
error may be any error where the PHB is unable to continue to
operate. The unrecoverable error may be detected by the PHB
itself—e.g., an error monitoring module in the PHB’s firm-
ware—or by the hypervisor.

Upon detecting the unrecoverable error, the first PHB may
be demoted from its master state. Referring to FIG. 1, the
PHB 130 designated as master may be responsible for estab-
lishing a PCI communication link between the system
resources of the host computing device 105 and the I/O
devices 150. The other PHB 130, in contrast, may be desig-
nated as the servant PHB and is unused.

In addition to demoting the first PHB, at block 210 the
hypervisor may promote the second PHB to the master. Spe-
cifically, the hypervisor may change state bits associated with
the second PHB from a standby state to a master state. In
response, the second PHB begins to facilitate data traffic
between the host computing device and the I/O devices. Alter-
natively, instead of the hypervisor promoting the second PHB
to the role of master, the first PHB may transmit a signal or
interrupt directly to the second PHB instructing the second
PHB to change its state to master.

In one embodiment, the hypervisor may perform fault iso-
lation on the first PHB such that first PHB can no longer
communicate with the system resources in the host comput-
ing device. Doing so prevents subsequent transactions from
being sent or received on, for example, the ASIC interconnect
bus communicatively coupling the first PHB to the system
resources. In one embodiment, the first PHB may change its
state from master to standby once the first PHB receives an
acknowledgement signal back from the second PHB.

At block 215, the hypervisor may update routing informa-
tion such that data flowing between the host computing
device and the I/O devices routes through the second PHB.
For example, the hypervisor may instruct the system
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resources in the host computing device to begin transmitting
data messages intended for the I/O devices to the second PHB
rather than the first PHB. In addition, the hypervisor may
update the PCI switch to renumber the upstream buses and
routing so that data traveling from the I/O devices is routed to
the second PHB. Because the PCI switch knows the correct
PHB, the hypervisor may be able to avoid reconfiguring the
1/0O devices directly.

As will be discussed in greater detail below, the first and
second PHBs may be synchronized so that the standby PHB
is able to assume the role as master as soon as the current
master PHB experiences an unrecoverable error. In one
embodiment, the host computing device may ensure that the
first and second PHBs are configured in the similar manner—
e.g., contain the same routing information—such that when
one fails, the other has the necessary information for continu-
ing to facilitate PCI communication between the host and the
1/0O devices. To the perspectives of the I/O devices and the
system resources in the host computing device, they may not
know that they are using a different PHB when one of PHBs
fail and the other takes over. By keeping the first and second
PHBs synchronized, switching from using the first PHB to
using the second PHB may be substantially seamless. Once
the PCI switch and the system resources are configured to
communicate with the second PHB instead of the first PHB,
the system may begin to use the second PHB to pass data
between the [/O devices and the system resources.

At block 220, the first PHB begins the recovery process. In
one embodiment, the recovery process involves resetting the
hardware or firmware (or both) of the first PHB. The system
may further isolate the first PHB by electrically disconnecting
the first PHB from the downstream PCI switch and 1/O
devices. In some recovery techniques, resetting the PHB also
resets the PCI switch and may even reset the I/O devices
coupled to the switch. Because method 200 may maintain
communication between the /O devices and the system
resources while the first PHB is resetting, it may be undesir-
able to permit resetting the first PHB to affect the I/O devices
or PCI switch. Accordingly, disconnecting the first PHB from
these devices ensures that resetting the first PHB does not
disrupt the ability of the PCI switch and I/O device to use the
redundant PCI link provided by the second PHB.

Resetting the first PHB may take several seconds to com-
plete. During this time, the second PHB may continue to
permit the host computing device and the /O devices to
exchange data. Once the reset is complete and the first PHB
has recovered from the error, the hypervisor may restore the
electrical connection between the first PHB and the PCI
switch. Moreover, the hypervisor may continue to synchro-
nize the first and second PHBs. Thus, if the second PHB
experiences an unrecoverable error, the first PHB may be
again promoted to master while the second PHB performs the
recovery process.

In other embodiments, method 200 may be performed even
if the PHB does not experience an unrecoverable error. For
example, a user may wish to reset PHB to perform a software
or firmware update. In another scenario, a system may have
multiple processors that each couple to a respective PHB.
When one of the processors is replaced, the hypervisor may
use method 200 so that data destined to the removed proces-
sor is instead forwarded to the other PHB, and thus, to the
processor remaining in the system. Generally, method 200
may be used if the user does not want to lose connectivity
between the host computing device and the I/O devices when
there are redundant PHBs.

FIG. 3 illustrates a system diagram of a computing device
with redundant PCI communication paths, according to one
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embodiment described herein. System 300 includes one or
more processors 125 coupled to the PHBs 130. Although
shown as separate links, the PHBs 130 may be coupled to a
shared internal bus which enables the PHB to receive and
transfer data to the different system resources executing on
the host computing device. The PHBs 130 may also be com-
municatively coupled using a direct link 303. This link 303
may enable the two PHBs 130 to maintain synchronization.
For example, if the first PHB 130A updates an 1/O page table
(or /O Translation Table), the PHB 130A may push out the
update to the second PHB 130B. Thus, if the first PHB 130A
fails and must be reset, the second PHB 130B is already
configured with the same information as that found on PHB
130A. Moreover, the direct link 303 may also be used by the
current master PHB to directly inform the standby PHB that
it has failed and that the standby PHB should assume the role
of master. The direct link 303 is not limited to any particular
communication technique or protocol. For example, link 303
may use either serial or parallel communication to transfer
data between PHB 130A and 130B. In one embodiment, the
PHBs 130 may be separate ICs, or separate areas of a shared
1C, that are integrated into a device package. Here, the direct
link 303 may be a link in the package coupling the PHBs 130
together.

In other embodiments, instead of having a direct physical
link 303, system 300 may synchronize the PHBs using the
communication path between processor 125 and PHBs 130.
For example, when the page table in PHB 130A is updated,
the hypervisor (not shown) may push out the update using
processor 125 to PHB 130B. That is, PHB 130A may inform
the hypervisor that a configuration value has changed and, in
turn, the hypervisor may relay the change to PHB 130B.

In system 300, both PHB 130A and PHB 130B have
respective PCI links 305A-B to PCI switch 135. If PCI
Express is the communication protocol used by system 300
the links 305 may include any number of PCI lanes (e.g., x1,
x4, x16, x32, etc.). In one embodiment, system 300 may
activate only the PCI link 305 that is associated with the PHB
130 that is currently designated as the master while the other
PCIlink 305 remains unused. In another embodiment, system
300 may include logic elements that permit the PHBs 130 to
share the same PCI link rather than using separate physical
links 305 as shown.

PCI switch 135 is coupled to both PHB 130A and PHB
130B via the PCI links 305. In one embodiment, the PCI
switch 135 may be used to create multiple endpoints out of
one physical endpoint (e.g., 110 device 150) to allow the
association of one endpoint with multiple system resources
(e.g., virtual machines or operating systems) executing within
a host. PCI switch 135 receives instructions from the master
PHB 130 and, using routing information, forwards the
instructions to the correct I/O device 150. As discussed above,
the hypervisor may configure PCI switch 135 to know which
PHB 130 to use when transferring data from the 1/O devices
150 to the processor 125. Thus, during a PHB failure, the PCI
switch 135 can be reconfigured to forward traffic to the new
master PHB.

System 300 includes a plurality of PCI interfaces 315—
e.g., PCI slots—that provide a receptacle for the 1/0 devices
150. For example, the PCI interfaces 315 may be within a
chassis of a host computing device or exposed at an outer
surface of the chassis. Using interfaces 315, a system admin-
istrator may connect /O devices to the host computing
device.

FIG. 4 is a flow chart for using redundant PCI communi-
cation paths when detecting an unrecoverable error in a PHB,
according to one embodiment described herein. Method 400
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begins at block 405 where the first and second PHB are
synchronized. This synchronization may occur before or after
the first PHB (i.e., the master PHB) experiences an unrecov-
erable error. Moreover, the first and second PHBs may be
synchronized directly (using a direct link) or indirectly (using
the hypervisor). Generally, each change made to the settings
or routing information in the master PHB may be mirrored to
the servant PHB. In this manner, the first and second PHBs
may be programmed identically. It may be advantageous for
this synchronization process to happen continually or con-
stantly (e.g., at predefined intervals or every time a setting is
changed) so that the servant PHB is always ready to assume
the role as master. Alternatively, it may be advantageous to
delay synchronizing the first and second PHBs until the mas-
ter experiences an unrecoverable error since this delays hav-
ing to send synchronization data until the master PHB fails.

Upon detecting an error, the first PHB or the hypervisor
may transmit a signal to the second PHB instructing the
second PHB to assume the role of master. Specifically, the
signal may instruct the second PHB to change its state bits
from a standby state to a master state. In response, the second
PHB begins to facilitate data traffic between the host comput-
ing device and the /O devices. In one embodiment, when
experiencing an unrecoverable error, the first PHB uses the
direct link 303 shown in FIG. 3 to transmit the signal to the
second PHB. In addition, the hypervisor may perform fault
isolation on the first PHB such that first PHB can no longer
communicate with the system resources in the host comput-
ing device. Doing so prevents subsequent transactions from
being sent or received on, for example, the bus which enables
the first PHB to communicate with the system resources in the
host computing device. In one embodiment, the first PHB
may change its state from master to standby once the first
PHB receives an acknowledgement signal back from the sec-
ond PHB via, for example, the direct link.

At block 415, the hypervisor may update routing informa-
tion on the PCI switch such that data flowing from the I/O
devices to the system resources of the host computing device
routes through the second PHB. For example, the hypervisor
may update the PCI switch to renumber the upstream buses
and routing so that data traveling from the I/O devices flows
to the second PHB. Because the PCI switch knows the correct
PHB, the hypervisor may be able to avoid reconfiguring the
1/0O devices directly.

At block 420, the hypervisor may update the page tables or
amemory address list to forward data using the second PHB.
If the /O page tables (which may be stored in system
memory, e.g., memory 110 of FIG. 1) are changed, the hyper-
visor may reroute the physical address maps such that the
maps point to the second PHB rather than the first PHB.
Alternatively, the hypervisor may update the memory address
list stored on the second PHB to reflect that the second PHB
now is responsible for the same memory addresses as that of
the first PHB. Thus, in this example, method 400 may not
mirror the exact same settings from the first PHB to the
second PHB. Instead, the memory address lists may be main-
tained separately until the first PHB fails. In response, the
hypervisor may complete the synchronization process by
storing the memory address list of the first PHB into the
second PHB. By changing the memory address lists, the page
tables can remain unchanged. Once the upstream and down-
stream devices have been configured to route data through the
second PHB, the second PHB can be used to maintain the flow
of data between the I/O devices and the host computing
device.

Although the handoff of the responsibilities between the
master PHB and the servant PHB may occur almost instantly,
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there still may be some data loss. For example, data that is
currently being handled by the master PHB when an unre-
coverable error occurs may be dropped. In one embodiment,
the PCI switch may have a replay function that permits the
switch to replay transient data (i.e., data that is currently
flowing between the I/O devices and the first and second
PHBS). The replay feature of the PCI switch may be useful
where in-flight or pending data (i.e., data that has not yet
reached its ultimate destination) is lost or dropped when the
first PHB experiences an unrecoverable error. Specifically,
the PCI switch may be processing in-flight data intended for
the first PHB when the first PHB experiences the error. Before
the second PHB assumes the role of master, some of the
in-flight data may be dropped. The hypervisor or the second
PHB may initiate the replay feature of the PCI switch so that
the in-flight or pending is retransmitted to the second PHB
which is then able to forward the data to the correct system
resource.

Atblock 425, the first PHB begins the recovery process. In
one embodiment, the recovery process involves resetting the
hardware or firmware (or both) of the first PHB. The system
may further isolate the first PHB by electrically disconnecting
the first PHB from the downstream PCI switch and 1/O
devices. In some recovery techniques, resetting the PHB also
resets the PCI switch and may even reset the /O devices
coupled to the switch. Because method 400 may maintain
communication between the /O devices and the system
resources while the first PHB is resetting, it may be undesir-
able to permit resetting the first PHB to affect the I/O devices
or PCI switch. Accordingly, disconnecting the first PHB from
these devices ensures that resetting the first PHB does no
disrupt the ability of the PCI switch and the I/O device to use
the redundant PCI link provided by the second PHB.

Resetting the first PHB may take several seconds to com-
plete. During this time, the second PHB may continue to
permit the host computing device and the I/O devices to
exchange data. Once the reset is complete and the first PHB
has recovered from the error, the hypervisor may restore the
electrical connection between the first PHB and the PCI
switch. Moreover, the hypervisor may continue to synchro-
nize the first and second PHBs. Thus, if the second PHB
experiences a unrecoverable error, the first PHB may be again
promoted to master while the second PHB performs the
recovery process.

In other embodiments, method 400 may be performed even
if the PHB does not experience an unrecoverable error. For
example, a user may wish to reset PHB to perform a software
or firmware update. If the user does not want to lose connec-
tivity between the host computing device and the I/O devices
when the PHB is reset during the update, method 400 may be
used.

Selectively Coupling a Servant PHB to Multiple Master
PHBs

FIG. 5 illustrates a system diagram of a host computing
device 505 with a redundant PHB, according to one embodi-
ment described herein. Host computing device 505 includes
many of the same computing components shown in FIG. 1
which will not be discussed in detail here. To facilitate com-
munication between the system resources and the I/O devices
150, host computing device 505 includes PHBs 530A-C and
PCI switches 135. Like the PHBs described in FIG. 1, the
PHBs 530 may provide an interface between PCI communi-
cation used to transfer data to the I/O devices 150 and a
communication method used to transfer data within host
computing device 505. For example, host computing device
505 may transfer data internally using a system bus and a
parallel data communication method while using a PCI com-
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munication technique to transmit data to the I/O devices 150.
The PHBs 530 may serve as an intermediary between these
two communication techniques. Moreover, PHBs 530 may
perform memory translations between the memory space in
the I/O devices 150 and memory 110 of the host computing
device 505. Each PHB 530 may include a first interface that
couples to a bus of the host computing device 105 (e.g., an
ASIC interconnect bus) and a second interface that couples to
one of the PCI switches 135.

In one embodiment, the PHBs 530 are hardware units (e.g.,
ASICs) mounted in the host computing device 505. Although
not shown, the PHBs 530 may include firmware or software
that controls and monitors the functions of the PHBs 530.
Specifically, the firmware or software associated with the
PHBs 530 may include routing information and/or memory
translation information that permits the PHBs 530 to route
requests from system resources in the host computing device
505 to the appropriate 1/O device 150, and vice versa. Spe-
cifically, the PHBs 530 may use a respective PCI switch 135
to communicate with I/O devices 150. As such, the PCI
switches 135 may also contain routing information for deter-
mining which I/O device 150 is the appropriate destination.
Like the PHBs 530, the PCI switches 135 may also be a
hardware element which may be controlled using associated
firmware or software.

The PHBs 530 may also include storage elements such as
registers that designate the PHB as being a servant PHB. For
example, the storage element may have a flag that, when set,
indicates that the PHB is a servant PHB that is used to backup
a master PHB. If the flag is not set, the PHB may be desig-
nated as standalone PHB—e.g., the PHB may be a master
PHB—rather than a servant PHB. In one embodiment, one
PHB may serve as a servant PHB for a plurality of master
PHBs at the time of initial system configuration, such that, the
servant PHB can act as a standby PHB for any one of the
plurality of master PHBs. To do so, host computing device
505 includes selection logic 540 that permits the hypervisor
115 to connect the servant PHB to a PCI communication path
between a master PHB and its respective PCI switch 135. In
one embodiment, the selection logic 540 may be a hardware
or firmware switch (e.g., amultiplexer) that allows the servant
PHB to connect to any one of the master PHBs. As will be
described in more detail above, when the hypervisor 115
identifies a master PHB that should be reset, the hypervisor
115 may synchronize the identified master PHB with the
servant PHB and use the selection logic 540 to couple to the
servant PHB to the PCI communication path used by the
master PHB to reach its respective PCI switch 135. The
hypervisor 115 may then reset the master PHB while the
servant PHB is used to maintain communication between the
host device 505 and the I/O devices 150.

In one embodiment, the host device 505 may dynamically
change which PCI communication path the servant PHB is
coupled to during operation. Assuming PHB 530B is the
servant while PHBs 530A and 530C are masters, at time A,
PHB 530B may backup PHB 530A. However, after PHB
530A has went through the error recovery process discussed
above and is again designated as a master PHB, at time B, the
host computing device 505 may use the selection logic 540 so
that PHB 530B now assigned to backup PHB 530C. Doing so
enables the host computing device 505 to then reset PHB
530C while PHB 530B maintains connectivity between the
host device 505 and the 1/O device 150 that were using PHB
530C to communicate with the processor 125. In this manner,
a single servant PHB may be used dynamically to backup a
plurality of master PHBs at different times.



US 9,342,422 B2

13

FIG. 6 illustrates a system diagram of a computing device
505 with a servant PHB 530B that is selectively coupled to
multiple PCI switches 135, according to one embodiment
described herein. Here, the servant PHB 530B is selectively
coupled to either master PHB 530A or to master PHB 530C
using the selection logic 540 which may be any switching
element (e.g., transistor, mux, etc.) capable of performing the
functions described herein. The hypervisor may either con-
nect the servant PHB 530B to one of the PCI communication
paths 545 at startup or during operation.

The master PHBs 530A, C are communicatively coupled to
the servant PHB 530B using respective links 603 and 605.
These links 603, 605 may enable the servant PHB 530B to
synchronize to one of the master PHBs 530A, C and to main-
tain that synchronization. For example, if the hypervisor has
currently assigned PHB 530B as a servant to PHB 530A and
PHB 530A updates an 1/O page table (or /O Translation
Table), the PHB 530A may push out the update to the servant
PHB 530B. Thus, if the master PHB 530A fails and must be
reset, the servant PHB 530B is already configured with the
same information as that found on PHB 530A. Moreover, the
direct links 603 and 605 may also be used by a master PHB
530A,C to directly inform the servant PHB 530B that it has
failed and that the servant PHB 530B should assume the role
of master. The direct links 603, 605 are not limited to any
particular communication technique or protocol. For
example, links 603 and 605 may use either serial or parallel
communication to transfer data between the PHBs 530. Inone
embodiment, the PHBs 530 may be separate ICs, or separate
areas of a shared IC, that are integrated into a device package.
Here, the direct links 603, 605 may be respective links in the
package coupling the master PHBs 530A and 530C to the
servant PHB 530B.

Although three PHBs 530 are shown in FIGS. 5 and 6, the
host computing device may include any number of PHBs. For
example, the servant PHB may be used to selectively backup
any number of master PHBs—e.g., more than just the two
shown. Additionally, in one embodiment, a master PHB may
be seclectively coupled to multiple servant PHBs. For
example, a host device may include ten master PHBs that are
each selectively coupled to two servant PHBs. Doing so may
increase the number of wires in the PCI communication path
but may reduce the likelihood of a communication failure
relative to a host device that also includes ten master PHBs
where five master PHBs are selectively coupled to a first
servant PHB and the other five master PHBs are selectively
coupled to a second servant PHB. If two of the five master
PHBs coupled to the same servant PHB need to be reset at the
same time, the host device may experience a communication
failure since there is only one available servant PHB per
group of five master PHBs. In contrast, if the ten master PHBs
were selectively coupled to both servant PHBs, then so long
as only two master PHBs needed to be reset at any given time,
the hypervisor could use either of the two servant PHBs.
Stated differently, providing selection logic such that a plu-
rality of servant PHBs may be selected to back up a single
master PHB may increase the availability of the system and
reduce communication failures based on unrecoverable
errors.

FIG. 7 is a flow chart for using a servant PHB with multiple
master PHBs, according to one embodiment described
herein. The method 700 may be performed by the host device
(e.g., the hypervisor) at startup or dynamically during opera-
tion (or both). At block 705, the hypervisor determines
whether the servant PHB is associated with a particular mas-
ter PHB. Because the hypervisor may be able to selectively
couple the servant PHB to a plurality of master PHBs, the
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hypervisor may check a register on the servant PHB to see if
the register contains information identifying one of the mas-
ter PHBs. If so, at block 710, the hypervisor may synchronize
the servant PHB to the master PHB identified by the register
as discussed at block 405 of FIG. 4. This synchronization may
occur using the direct links 603, 605 shown in FIG. 6 or viaa
processor 125 that is coupled to both the master and servant
PHBs.

Ifthe register does not yet identify a particular master PHB,
atblock 715, the hypervisor may monitor the errors generated
by the plurality of master PHBs. In one embodiment, during
operation, the master PHBs may issue correctable errors (i.e.,
recoverable errors) that do not prevent the master PHBs from
continuing to operate. Although correctable errors may not
cause a PCI communication failure, these errors may none-
theless indicate or predict that the master PHB may likely
experience an unrecoverable error in the future. Accordingly,
by monitoring the correctable errors, a hypervisor may deter-
mine what master PHB is likely to experience an unrecover-
able error and should be assigned to the servant PHB. One
example of a correctable or predictable error includes
repeated single bit errors on a double-bit (ECC) protected
array internal to the PHB logic. These errors are automati-
cally corrected by the hardware, but a large frequency of these
errors can indicate a possible future failure of the PHB.
Another example of correctable errors are repeated errors
detected on the PCI express bus by the PHB that may be either
asign of marginal PHB chip fabrication or bad signal from the
device on the bus.

At block 720, the hypervisor may compare the number of
errors generated by each master PHB to a threshold which
may represent the likelihood that a master PHB will experi-
ence an unrecoverable error in the near future. In one embodi-
ment, the threshold may be a frequency of errors—i.e., the
number of errors generated during a predefined time period.
The hypervisor may maintain a count for each master PHB
during the predefined time period and compare the resulting
frequency value (i.e., the count divided by the time period) to
the frequency threshold. However, the threshold is not limited
to a frequency but can be any type of threshold (or a plurality
of thresholds). For example, the hypervisor may characterize
the correctable errors into different types and weight the types
differently—i.e., some correctable errors may provide stron-
ger indications that an unrecoverable error is about to occur
than others. Alternatively, the hypervisor may compare the
number of errors generated by each of the master PHBs to a
maximum error threshold.

In one embodiment, the error threshold may be whether a
master PHB has already experienced an unrecoverable error.
That is, instead of using correctable errors to predict whether
a master PHB will soon experience an unrecoverable, the
hypervisor may wait until a master PHB actually experiences
anunrecoverable error that prevents the PHB from continuing
facilitate PCI communication. Although a PHB experiences
an unrecoverable error, it may still be able to synchronize
with the servant PHB so that the servant PHB can take over
the role as master at least while the PHB performs the error
recovery process.

If none of the master PHBs satisfy the threshold, method
700 returns to block 715 to continue to monitor the errors
generated by the master PHBs. However, if the threshold is
satisfied, at block 725, the hypervisor assigns the servant or
standby PHB to the master PHB that satisfies the threshold.
For example, the hypervisor may use the selection logic 540
as shown in FIG. 6 to couple the servant PHB to the PCI
communication path between the identified master PHB
530A or 530C and its PCI switch 135. However, the servant
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PHB may not use the PCI communication path to transmit
data to the PCI switch until the master PHB initiates the error
recovery process—e.g., until the servant PHB is designated as
the master. Thus, even though the servant PHB is coupled to
the PCI switch, it may wait to transmit data to the switch until
instructed to do so by the master PHB or some other element
in the host computing device such as the hypervisor or pro-
cessor. In another embodiment, the hypervisor may wait to
communicatively couple the servant PHB to the PCI switch
until the master PHB begins the error recovery process.

At block 710, the servant PHB is synchronized to the
assigned master PHB. To do so, the hypervisor may update a
register in the servant PHB that points to the assigned master
PHB. This may result in the servant PHB sending request to
the master PHB for the relevant synchronization data—e.g.,
1/0O tables, address information, routing information, and the
like. Generally, each change made to the settings or routing
information in the master PHB may be mirrored to the servant
PHB. In this manner, the PHBs may be programmed identi-
cally as described above.

At block 730, the master PHB begins the error recovery
process during which time the servant PHB is designated as
the master. In one embodiment, the master PHB may begin
the error recovery process in response to encountering an
unrecoverable error. That is, a standby PHB can continue to
provide redundancy to the Master PHB until there is an unex-
pected fatal error. For example, based on the frequency of
correctable errors, the hypervisor may assign the servant PHB
to the master PHB and maintain synchronization between the
PHBs. However, the hypervisor may wait until the master
PHB actually encounters an unrecoverable error and cannot
continue to operate (or some other threshold) before the mas-
ter PHB begins the error recovery process and the servant
PHB takes over as the master. Moreover, because the unre-
coverable error may be used as the threshold in block 715 to
determine which master PHB the servant PHB should be
assigned to, the unrecoverable error may occur before the two
PHBSs are synchronized at block 710. In this case, the master
PHB experiences the unrecoverable error, the hypervisor
assigns the servant PHB to that master PHB, synchronizes the
PHBs, and initiates the error recovery process on the master
PHB.

Alternatively, the master PHB may begin the recovery
process after the two PHBs are synchronized regardless of
whether the master PHB has experienced an unrecoverable
error. Initiating the error recover process before experiencing
an unrecoverable error may reduce the likelihood that data is
lost or dropped when the master PHB encounters an unrecov-
erable error. In this case, the master PHB may immediately
perform the error recovery process once the two PHBs are
synchronized.

The error recovery process may include transmitting a
signal to the servant PHB to inform it that the master PHB is
initiating the recovery process and that the servant PHB is
now designated as the master. If the host computing device
has not done so already, the hypervisor may activate the
selection logic to couple the servant PHB (now the designated
master PHB) to the PCI communication path between the
master PHB and its PCI switch. The PCI switch may be
updated so that data traffic from the I/O devices routes
through the servant PHB which, because of the synchroniza-
tion process, contains the necessary routing information to
forward data from the 1/O devices to computing elements
within the host device and to forward data from the comput-
ing elements to the /O devices. Thus, while the master PHB
is being reset, the servant PHB maintains the communication
between the I/O devices and the host computing device. A
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more detailed description of the handoff between the master
and servant PHB is found in FIG. 4 above.

After the master PHB has completed the error recovery
process, in one embodiment, the primary responsibility for
communicating with the PCI switch may be returned to the
recovered master PHB. As such, the servant PHB that was
designated temporarily as master may again be returned to a
standby state. Before doing so, the hypervisor may resyn-
chronize the two PHBs in case the routing information
changed while the master PHB was performing the error
recovery process. The servant PHB may then handoff the task
of communicating with the PCI switch back to the master
PHB. Doing so frees the servant PHB to be assigned as a
backup to a different master PHB.

In one embodiment, each of the PHBs may be capable of
serving as a master PHB or a servant PHB for any of the other
PHBSs in the host computing device. That is, the host comput-
ing device may contain selection logic that permits any of the
PHBSs to connect to any of the PCI switches. In this example,
once the master PHB recovers, the hypervisor may designate
it as a servant which then can be assigned to any of the other
master PHBs in the device. That is, the PHB that completed
the error recovery process may not immediately be returned
to its previous role as a master PHB but instead can be used by
the host computing device as the servant PHB to backup the
master PHBs currently communicating with a PCI switch.
Regardless of whether the recovered PHB is used as the
servant PHB or returned to its previous assignment as a mas-
ter PHB, method 700 may repeat so the host computing
device can identify other master PHBs that may need to
perform the error recovery process.

FIG. 8 illustrates a system diagram of a computing device
with a PHB that can be a servant PHB or a standalone PHB,
according to one embodiment described herein. Host com-
puting device 805 in FIG. 8 differs from the host computing
device 505 in FIG. 6 in that the selection logic 840 is config-
ured such that the servant PHB may be coupled to a respective
PCIswitch 135B or to a PCI switch corresponding to a master
PHB—e.g., PCI switches 135A or 135C. Thus, the host com-
puting device 805 includes a PCI switch 135 for every PHB
530 (a one-to-one relationship) while host computing device
505 in FIG. 5 contains one fewer PCI switch 135 than PHB
530.

The selection logic 840 may enable PHB 530B to be
switched between a standalone state and a standby state. For
example, the PHB 530B may be switched from the standalone
state where the PHB is coupled to its own respective PCI
switch 135B or a servant/standby state where the PHB is
assigned (or will be assigned in the future) to one of the
master PHBs 530A or 530C. In one embodiment, a register in
the PHB 530B may include a flag that indicates whether it is
to operate as a standalone PHB or a servant PHB. Based on
the flag, the hypervisor may control the selection logic 840 to
couple the PHB 530B to the appropriate PCI switch 135.
Furthermore, the state of the PHB 530B may change dynami-
cally. At start up, the PHB 530B may be designated as a
servant PHB, but due to a configuration change (e.g., addi-
tional I/O devices are added), the PHB 530B may be switched
to a standalone PHB and communicatively coupled to PCI
switch 135B in order to provide additional bandwidth.

FIG. 9 is a flow chart for configuring a PHB as a servant
PHB or a standalone PHB, according to one embodiment
described herein. Method 900 illustrates one example of
operating a PHB that may be configured either as a standalone
PHB or a servant PHB. At block 905, the hypervisor may
check a flag associated with the PHB to determine what state
the PHB is in. For example, if the flag has a non-null value, at
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block 910 the hypervisor may configure the PHB as a stan-
dalone PHB. In this state, the PHB may be connected to its
own PCI switch. The standalone PHB may also be a master
PHB where another PHB in the host device backs up the PHB.
Thus, if the standalone/master PHB fails or experiences an
unrecoverable error, the servant PHB may take over the
responsibility for communicating to the PCI switch while the
PHB performs the error recovery process.

If the flag is null, at block 915, the PHB is designated as a
servant PHB. As such, the host computing device would not
connect the PHB to its own PCI switch but rather use the
technique disclosed in method 700 of FIG. 7 to identify a
master PHB to assign to the servant PHB (assuming one has
not been assigned already). In one embodiment, the PHB may
be assigned to a state during a startup of the host computing
device which may not change during operation. That is, once
the PHB is flagged as either a standalone or servant PHB, it
remains in that state until the host computing device is
restarted. Alternatively, the PHB may change from one state
to another during operation of the host computing device. For
example, at start up the host computing device may designate
the PHB as a standalone PHB and couple the PHB to its own
PCIswitch. However, if the /O devices coupled to that switch
are removed or no longer send data to the host computing
device, the hypervisor may change the PHB from a standal-
one PHB to a servant PHB in order to improve the availability
of the host computing device. Thus, in this example, a PHB
may be assigned to one state during startup but then dynami-
cally change to a different state during operation.

CONCLUSION

A servant PHB may serve as a backup or standby PHB for
multiple master PHBs. For example, the host computing
device may include selection logic that couples the servant
PHB to the PCI communication path associated with any one
of'the master PHBs. At startup, the servant PHB may either be
assigned to backup a particular master PHB or the host com-
puting device may wait to assign the servant PHB at a later
time during operation. For example, the host computing
device may monitor the master PHBs to determine if the
errors they generate exceed a threshold. Once one of the
master PHBs satisfies the threshold, the servant PHB may be
assigned to backup that PHB. The host computing device may
then synchronize the servant PHB with the master PHB.
Upon synchronizing the PHBs, the host computing device
may reset the master PHB and designate the servant PHB as
the master. Alternatively, the host computing device may wait
to initiate the error recovery process until the master PHB
encounters an unrecoverable error.

In one embodiment, a PHB may also be selectively con-
figurable as either a standalone PHB or a servant PHB. Based
onregister settings, the host computing device may designate
the PHB as a standalone PHB and couple the PHB to its own
PCI switch. Alternatively, the host computing device may
designate the PHB as a servant PHB and selectively couple
the PHB to one of the PCI communication paths associated
with the master PHBs as discussed above.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
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functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

While the foregoing is directed to embodiments of the
present invention, other and further embodiments of the
invention may be devised without departing from the basic
scope thereof, and the scope thereof is determined by the
claims that follow.

What is claimed is:
1. A computing system, comprising:
a plurality of master peripheral component interconnect
(PCI) host bridges, each master PCI host bridge (PHB) is
coupled to a respective PCI switch via a respective PCI
communication path for facilitating PCI communication
between the computing system and /O devices;
a servant PHB selectively coupled to each of the PCI com-
munication paths via selection logic; and
supervisory logic configured to:
upon determining that one of the plurality of master
PHBs satisfies an error threshold, assign the servant
PHB to backup the one master PHB;

upon assigning the servant PHB to backup the one mas-
ter PHB, synchronize the servant PHB with the one
master PHB;

couple, using the selection logic, the servant PHB to the
respective PCI communication path of the one master
PHB; and

reset the one master PHB, wherein PCI communication
between the computing system and at least one of the
1/0 devices flows through the servant PHB while the
one master PHB is reset.

2. The computing system of claim 1, wherein the supervi-
sory logic is further configured to:

count the number of correctable errors experienced by each
of'the plurality of master PHBs, the correctable errors do
not prevent the master PHBs from facilitating PCI com-
munication between the computing system and the /0O
devices; and

compare the number of correctable errors to the error
threshold, the error threshold comprises a predefined
number of correctable error or a predefined error fre-
quency.

3. The computing system of claim 2, wherein the one
master PHB is reset before detecting an unrecoverable error at
the one master PHB, the unrecoverable error preventing PCI
communication between the computing system and the /O
device via the one master PHB.

4. The computing system of claim 2, wherein the one
master PHB is reset after detecting an unrecoverable error at
the one master PHB, the unrecoverable error preventing PCI
communication between the computing system and the /O
device via the one master PHB.

5. The computing system of claim 1, wherein the supervi-
sory logic is further configured to:

detect an unrecoverable error at the one master PHB, the
unrecoverable error preventing PCI communication
between the computing system and the I/O device via the
one master PHB.



US 9,342,422 B2

19

6. The computing system of claim 1, further comprising

a separate PCI switch that is selectively coupled to the
servant PHB, the computing system comprises a one-to-
one relationship between a number of PHBs and a num-
ber of PCI switches.

7. The computing system of claim 1, wherein the supervi-

sory logic is configured to:

after synchronizing the servant PHB with the one master
PHB but before resetting the one master PHB, detect an
event on the one master PHB indicating that the func-
tionality of the one master PHB is inhibited;

after detecting the event, change a state of the servant PHB
from a servant state to a master state, wherein the servant
PHB is configured to facilitate PCI communication
between the computing system and the at least one 1/0
device; and

after changing the state of the servant PHB, reset the one
master PHB.

8. A computing system comprising:

a plurality of master PHBs, each of the plurality of master
PHBs is coupled to a respective PCI switch via a respec-
tive PCI communication path for facilitating PCI com-
munication between the computing system and 1/O
devices;

selection logic with an first interface and a second inter-
face, wherein the first interface comprises respective
PCI links to each of the respective PCI communication
paths;

a servant PHB coupled to the second interface of the selec-
tion logic, wherein the selection logic is configured to
communicatively couple the servant PHB to a first one of
the respective PCI communication paths during a first
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time period and communicatively couple the servant
PHB to a second one of the respective PCI communica-
tion paths during a second time period, wherein the
servant PBH backs up a first one of the plurality of
master PHBs during the first time period and backs up a
second, different one of the plurality of master PHBs
during the second time period.

9. The computing system of claim 8, wherein a total num-
ber of PHBs in the computing system is greater than a total
number of PCI switches in the computing system such that the
servant PHB is a redundant PHB.

10. The computing system of claim 8, wherein a total
number of PHBs in the computing system is equal to a total
number of PCI switches in the computing system such that the
servant PHB is selectively configurable into one of: (i) a
standby state where the servant PHB is a backup for the
master PHBs and (i) a standalone state where the servant
PHB is not a backup for any of the master PHBs and is
coupled, via the selection logic, to a separate PCI switch.

11. The computing system of claim 8, wherein the selection
logic includes data routes that selectively couple the servant
PHB to each of the plurality of master PHBs.

12. The computing system of claim 8, wherein the first and
second time periods are separated by a third time period
where the first master PHB is performing a reset and the
servant PHB assumes the communication function that was
previously performed by the first master PHB.

13. The computing system of claim 8, where during the first
time period the servant PHB is synchronized to the first mas-
ter PHB and during the second time period the servant PHB is
synchronized to the second master PHB.
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